NudopmannoHHasi naMATKA 1151 00yYAIOUIUXCH /IJIsl pa3MellleHUs] Ha
opunuanbubiX UHTEpHET-pEcypcax
C KaxapIM TOJOM MOJIOJICKU B UHTEPHETE CTAHOBUTHLCSA OOJIbINE, a MIKOJbHUKU
OIHA M3 CaMbIX AaKTUBHBIX IOJIb30Barenerd PyHera. Mexay Tem, NOMHUMO
OTPOMHOTO KOJIMYECTBA BO3MOXHOCTEH, HHTEPHET HECeT M TMpolsieMbl. ITa

naMsATKa JI0J>KHA IOMOYb TeOe 6€30MacHO HaXOUThCS B CETH.
KoMmnbroTepHbie BUPYCHI

KOMHBIOTCpHBIﬁ BUPYC - O3TO PA3HOBUAHOCTH KOMIIBIOTCPHBIX TIPOTrpaMM,
OTJINYHUTEIILHON 0COOEHHOCTBIO KOTOpOﬁ SIBJISIETCSA CITOCOOHOCTH K Pa3MHOKCHHUIO.
B AOIIOJJHCHUC K 3TOMY, BUPYChI MOTYT IMOBPCAUTDH HUIJIX ITOJIHOCTBHO YHUUYTOXHUTDH
BCC @aﬁnm N JAHHBIC, IIOAKOHTPOJBHBIC ITOJIB30BATCIIKO, OT UMCHHU KOTOPOI'O ObLIa
3aIllyoIcHa 3apa>KéHHa51 [mporpaMma, a TaK¥XKC IMOBPCAUTH HIIHN HaXKC YHUYTOXHUTDH
OIICPALIMOHHYKO CHUCTCMY CO BCCMH q)aﬁHaMI/I B ILICJIOM. B GonpmuHCTBE ClIy4acB

pPacIpOCTPaHSIIOTCS BUPYCHI Yepe3 UHTEPHET.

MeToabl 3alIIUTHI OT BPEIOHOCHBIX MPOrpamMMm:

1. Hcnonb3yit cOBpeMEHHbIE ONEPALMOHHBIE CHUCTEMbI, UMEIOIUE CEPbE3IHBIM
YPOBEHbB 3aIIUTHI OT BPEJJOHOCHBIX MIPOTPaMM;

2. IlocTossHHO  ycTaHaBnuBaili mautd (UUQpPOBBIE  3aljJaTKU, KOTOpPHIE
ABTOMATHUYECKH YCTAaHABIMBAIOTCS C I1EJIbI0 JOPabOTKU MpOTrpaMMbl) U
Ipyrue OOHOBJIEHHS CBOECH omepaliMoHHOM cucteMbl. CKaunBaii UX TOJBKO C
odpurmanpHOro caiita paspadorunka OC. Ecnum cymecTByeT pexum
aBTOMATHUYECKOTO OOHOBJICHHUS, BKIIOUH €T0;

3. PabGoraii Ha cBOoeM KOMIIBIOTEpE TMIOJ TpaBaMH TIOJIb30BATENsA, a HE
aIMUHUCTPATOpPA. ITO HE TIO3BOJIUT OOJIBITMHCTBY BPEJOHOCHBIX MPOTPAMM
WHCTATUPOBATHCS HA TBOEM MEPCOHAITHPHOM KOMITBIOTEPE;

4. Vcnons3yid  aHTHBUPYCHBIE  MPOTPAMMHBIE  TMPOAYKTHI  HM3BECTHBIX
IPOU3BOIUTENIEH, C aBTOMATUYECKUM OOHOBJICHHEM 0a3;

5. Orpannyb PU3NUECKHUIA TOCTYI K KOMIBIOTEPY JIJIsi TOCTOPOHHUX JIHII,



6. Wcnonb3yil BHENIHUE HOCUTENU HH(OpMALUK, Takue Kak (ienika, JUCK Uiu
(aiin U3 UHTEpHETA, TOJBKO U3 MPOBEPEHHBIX HCTOYHHKOB;

/. He oTkppiBail KOMIbIOTEpHBbIE (Dailibl, MOTYYEHHBIE M3 HEHAJAEKHBIX
UCTOYHUKOB. Jlaxke Te (aiilsibl, KOTOpble MpUcian TBOM 3HaKOMbI. Jlyure

YTOUHHU Y HETr0, OTIIPABIISLI JIU OH TeOe UX.
Ceru WI-FI

Wi-Fi - 3To He Buj mepenayu JaHHBIX, HE TEXHOJIOTHS, a BCETO JIMIIL OpEHI,
mapka. Eme B 1991 romy HumepiaHjackas KOMIIAHMS 3aperucTpUpoBalia OpeH[
«WECA», uto o6o3nauano cinoBocouetanue «Wireless Fidelity», koTopsiit

MEPCBOAUTCSA KaK ((6CCHpOBO,Z[Ha$I TOYHOCTDB».

Jlo Hamiero BpeMeHHU Jaouuia Apyras abOpeBuatypa, KOTopas SIBISETCS TaKOM ke
TexHoJioruel. 1o abopeBuarypa «Wi-Fi». Takoe Ha3BaHMe OBLIO IaHO C HAMEKOM
Ha CTaHAapT BbIcIIMN 3ByKoBOM TexHuku Hi-Fi, yto B mepeBoae o3HayaeT
«BBICOKAst TOYHOCTHY.

Jla, OecrulaTHBI HHTEPHET-AOCTYN B Kade, OTENIX MU a’ponoprax SBISETCS
OTJIMYHONW BO3MOXKHOCTBIO BBIXOJa B MHTepHET. Ho MHOTHME 3KCHEpThl CUUTAIOT,
gyTo obmeaoctynubie Wi-Fi ceTn He SBIAIOTCS 6€30MacHBIMHU.

CoBeThl 10 0€30MaCHOCTH paboTe B 00IIeI0CTYIHBIX ceTax Wi-fi:

1. He nepenasaii cBoro JmuHy0 nHpopMaruio yepes obmenoctynasie Wi-Fi cern.
PaGoTast B HUX, jKelaTelbHO HE BBOAUTH MApOJU JOCTYMA, JOTHHBI U KAKHE-TO
HOMEpA;

2. Vcnonb3yit 1 0OHOBIISIM aHTUBUPYCHBIE IPOrpaMMBbI U OpaHaMaysp. TeM caMbIM
ThI 00€30TacuIIb ce0s OT 3aKa4YKH BUPYCa HAa TBOE YCTPOMCTRBO;

3. Ilpu ucnonwszoBanuu Wi-Fi orxmoun ¢yaknuo «O0mui noctyn K daitnam u
npuHTepam». JlaHHas (QyHKIUS 3aKppiTa MO YMOJIYAHUIO, OJHAKO HEKOTOPHIC
MOJIB30BATENIA aKTUBUPYIOT €€ JIJIsl y100CTBa MCTIONB30BaHMs B paboTe win y4eoe;
4. He ucnonw3yit nyomuunsidi WI-FI n1s mepegauun TUYHBIX AaHHBIX, HAMpUMEp

AJIA BbIXOJld B CONUAJIbHBIC CCTH WJIM B DJICKTPOHHYIO IIOUYTY,



5. Wcnonw3y# Tonpko 3amuiieHHoe coenuHenue dyepe3 HTTPS, a ue HTTP, T.e.
npu Habope BeO-aapeca BBOAU UMEHHO «https://»;

6. B MoOunpHOM Tenedone otkiroun ¢yHknuto «llomkmouenne k  Wi-Fi
aBTOMarnyeckn». He nomyckad aBTOMAaTHUYECKOTO MOAKIIIOUEHHUSI YCTPOWCTBA K

cerssM Wi-F1 0e3 TBoero coriacusi.
ConmajibHbIE ceTH

CouuanbHple CETH aKTHMBHO BXOJST B HAlly >KU3Hb, MHOTHE JIFOJU Pa0bOTAIOT U
KUBYT TaM TIOCTOSIHHO, a B Facebook y»xe 3apeructpupoBad MUJIHAp/A YEJIOBEK,
4yTO SIBJISIETCSI OJHOM CeIbMOM BCEX KUTeNeH IUIaHeThl. MHOTHE MOJIb30BaTEIN HE
MOHUMAIOT, YTO MHGOpMAaIUs, pPa3MEIICeHHass UMH B COIMAIBHBIX CETSIX, MOXKET
OBITh HaliJicHa W HCMOJb30BaHA KEM YTOJIHO, B TOM YHCIE HE 0053aTeNIbHO C

OaaruMu HaMCPCHUAMMU.

OcHOBHBIE COBETHI 10 0€30NMACHOCTH B COUMAJIBHBIX CeTAX:

1. Orpannyb cnucok npy3ei. Y 1eOst B APY3bsAX HE JOJDKHO OBITH CIyYalHBIX H
HE3HAKOMBIX JIFOJICH;

2. 3ammirail cBOW YacTHYIO XU3Hb. He ykaspiBail maposm, TenedoHBI, aapeca,
JaTy TBOETO POXICHUS W APYTYHO JIMYHYI HHGOPMAIUIO. 3J0yMBIIIJICHHUKU
MOTYT HCTOJIb30BaTh Jake WHOOPMAIMIO O TOM, KakK Thl M TBOH POJHUTEIIH
IJIAHUPYETE MPOBECTH KAHUKYIIBI;

3. 3amuiai CBOIO pemyTalyio - JCPKH €€ B YHCTOTE W 3ajaBaili cebe BOmpoc:
XoTell OBl Thl, YTOOBI APYrHUe TIOJB30BATEIIM BHJEIH, YTO ThI 3arpy’aemb?
[Togymaii, mpesxJie 4eM 4TO-TO OIyOJIMKOBATh, HAITUCATh U 3aTPY3HUTh;

4. Eciu Thl TOBOpHUIIIL C JIIOJIbMH, KOTOPBIX HE 3Haelllb, HE HCIMOJIb3yH CBOE
peagpHOe UMS U JIPYTYIO JUYHYI0 WHGOPMAIUHA: UMS, MECTO JKHUTEIbCTBA, MECTO
y4eObl 1 poUee;

5. Usberaii pasmemenus ¢otorpaduii B MHTEpHETE, TIEe THI W300pa’keH Ha
MECTHOCTH, 110 KOTOPOU MOKHO ONPEAEIUTH TBOE MECTOIMOIOKEHHE;

6. Ilpu perucrpanuy B CONMHAIBHOW CETH HEOOXOJMMO HCITOIB30BATh CIIOKHBIC

MapoJik, COCTOSALIME U3 OYKB U U(]p U ¢ KOJIMUYECTBOM 3HAKOB HE MEHee §;



/. JIns conumanbHOM CETH, MOYTHI U JPYrUX CATOB HEOOXOIHMMO HCIOJIb30BATh
pasHele maposid. Torma eciau TeOsl B3JIOMAlOT, TO 3JOYMBIIUIEHHHKHM IOJIydaT

JOCTYI TOJBKO K OJHOMY MECTY, a HE BO BCE Cpasy.
JJIeKTPOHHBbIE ICHbI'U

DONEeKTpOHHbIE J€HBI'M — 3TO OYEHb YJIOOHBIA CHOCOO TMJIaTeX el, OJHAKO

CYmECTBYIOT MOIICHHUKH, KOTOPBIC XOTAT IMOJYUYUTb 3TU ACHBI'H.

DJIEKTPOHHBIEC JI€HbI'U TOSIBUJIMCh COBCEM HEJABHO W MMEHHO H3-3a 3TOr0 BO
MHOTHX IOCYJIapCTBaXx /10 CUX MOP HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (YHKIIMOHUPYIOT M O HHUX YK€ MPOMHUCAHO B 3aKOHE, TJIe UX
pa3eNsaioT Ha HECKOJIBKO BUOB - aHOHUMHbBIC U HE aHOHMMHBIC. Pa3Huia B ToMm,
YTO aHOHHMMHBIE - ATO T€, B KOTOPBIX pa3pemiaeTcs MPOBOJAUTH orepanuu 0e3
UCHTU(DHUKAIIMY TI0JIK30BATENISA, @ B HCAHOHUMHBIX UJCHTU(DUKAIINY TTOTH30BaATEIISI
SIBJISIETCSL 00s13aTEIIHLHOM.

Taxxe cnegyer  pa3nuyaTh  DJEKTPOHHBIE  (UATHBIE  JE€HBIHM  (paBHBI
rOCYy/IapCTBEHHBIM BaJllOTaM) M JJIEKTPOHHBIE He(pUATHbIE JI€HbIU (HE DPaBHBI
rOCYJapCTBEHHBIM BAIIOTaM ).

OcHoBHBIE COBETHI 0 0e30NACHOI padoTe € 3JIeKTPOHHBIMHU JIeHbIAMMU:

1. IIpuBsku K c4eTy MOOWIBHBIN TelnepoH. DTO caMmblii yAOOHBIM U OBICTPHIN
Croco0 BOCCTaHOBHUTH JOCTYN K cueTy. llpuBsizaHHbIN TenedOH MOMOXKET, €CIH
3a0yJenbp CBOM IUIATS)KHBIM TApoJib WM 3alJielllb Ha CalWT ¢ HEe3HAKOMOTO
YCTPOMCTBA,;

2. MHcnone3yit opHopa3zoBble mnaponu. Ilocine mnepexona Ha YCHIICHHYIO
aBTopu3aIuio Tebe yke He OyleT yrpo’kaTh OMAaCHOCTh KPaKH WM TepexBaTa
IJIATEAKHOTO MapoJis;

3. Bei0bepu cnoxHbiil naponb. [IpectynHukam OyJaeT HE MPOCTO yraaaTh CIOKHBIM
napoiib. HajexxHsie mapoiam — 3TO MapoJiv, KOTOPhIE COAEPKAT HE MEHEE § 3HAKOB
U BKJIOYAIOT B ce0S CTPOYHBIE M MPONUCHBIE OYKBBI, HUPPHI U HECKOIBKO
CUMBOJIOB, TaKME€ KaK 3HAaK joJuiapa, (yHTa, BOCKIWIATEIBHBIA 3HAK M T.II.

Hanpumep, StROng!;



4. He BBOJM CBOM JIMYHBIC TaHHBIC HA CalTaX, KOTOPHIM HE JJOBEPSCIIIb.
JJIEKTPOHHAS MOYTA

DJIEKTPOHHAsI TOoYTa — O3TO TEXHOJOTHS W TPEIOCTABISIEMBIE €0 YCIYTd IO
MEPEChUIKE U MOJYYCHHUIO AJIEKTPOHHBIX COOOIEHUH, KOTOPBIE paclpeesstoTcs B
KOMIBIOTEpHOU ceTU. OOBIYHO JJIEKTPOHHBIM IMOYTOBBIA SIIIUK  BBITJISIUT
CJIeAYIOMMUM 00pa3oM: UMS_TOJIb30BaATEA(@UMSL_JoMeHa. Takke KpoMe mepeaadn

IMPOCTOro TCKCTA, MMCCTCA BO3BMOKHOCTD IICPCAaBaATh q)aﬁﬂbl.

OcHoOBHBIE COBeTHI 10 0e30MmacHoi padoTe ¢ 3JIEKTPOHHOI MOYTOI:

1. Hago BeIOpaTh mpaBUIIbHBIN MOYTOBBINA cepBHC. B MHTEpHETE €CTh OrpOMHBIM
BbIOOp OECIUIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO Jy4lle IOBEPATh TEM, KOIO
3HACIIb U KTO IIEPBbIM B PEUTHUHTE;

2. He yxkaspiBali B nuuHOW mouTe JuuHYyr wuHbopMmanuto. Hampumep, mydiire
BBIOpATh «MY3BbIKNBHBINA (haHaT(@» uinu «pok2013» BMecto «remal3y;

3. Wcnonb3yil NBYXATAlHYHO aBTOPU3ALMIO. JTO KOTJa TOMUMO MapoJisi HYXKHO
BBOJIUTH KOJI, MPUCHUIaAEMbIN 110 SMS;

4. Beibepu CIOXKHBIN Mapoiib. J{Js KaXI0ro MOYTOBOIO SIIHKA JOJKEH ObITh CBOM
HAJICKHBI, YCTOMYMBBIN K B3JIOMY MapoOJib;

5. Eciin ecTh BO3MOKHOCTh HAalMcaTh CAMOMY CBOM JIMYHBIA BOIPOC, UCIOJIb3YH
3Ty BO3MOXHOCTb;

6. Mcnonb3yil HECKOJIBKO MOYTOBBIX AIMIMKOB. [IepBbIi /111 4aCTHON MEPENUCKU C
aapecataMy, KOTOpPBIM Tbl JIOBEpsCIIb. OJTO >JEKTPOHHBIM agpec HE Halo
MCIOJIb30BaTh MPU PETHCTPAIUU Ha (OpyMax M calTax;

7. He otkpbiBaii (aityibl 1 1pyryue BIOXKEHHUS B MUChMaX Ja)Ke €CIM OHU MPHIILIN
OT TBOUX Jipy3ei. Jlydie yTouyHU y HUX, OTIIPABIISUIIN JI1 OHU TeOe 3TH (daiibl;

8. Ilocne okoHuYaHus1 pabOTHI Ha IOYTOBOM CEPBHCE IEPE]] 3aKPBITUEM BKIIAJIKH C

caiiToM He 3a0y/ib HaXKaTh Ha «BBIATHY.



Ku6epOylsIMHT MM BUPTYaJbHOE M3/1€BATEIbCTBO

KubepOymiuHr — mpeciegoBaHue COOOIICHUSIMU, COAEPKAIIUMU OCKOPOJICHMUS,
arpeccHio, 3alyruBaHue; XyJIUTaHCTBO; COMAIbHOE OOMKOTHPOBAHKE C TIOMOIIBIO

Pa3INMYHBIX HHTCPHET-CCPBHUCOB.

OcHoBHBIE cOBeTHI 10 00pbL0e ¢ KNOEPOYNINHIOM:

1. He 6pocaiics B O6oi. JIyumuii cioco0: MOCOBETOBAThCS KaK ceOsl BECTU U, €CIIH
HET TOro, K KOMY MOXHO 00paTUThLCS, TO BHAYaJIe yCIIOKOUThCS. Eciu Thl HauHeb
OTBEUYaTh OCKOPOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJIbKO €llle OOJIbIIe Pa30XiKellb
KOH(JIUKT;

2. Ynpasnsii cBoell kubeppenyranuei;

3. AHOHUMHOCTb B ceTd MHUMas. CylIecTBYIOT CIIOCOOBI BBISCHUTH, KTO CTOUT 32
AHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyJIUTaHCKUH 00pa3 BUPTyaJlbHOW >ku3HU. WHTEepHET
(GukcupyeT Bce TBOM JEHCTBUS U COXpaHsAET MX. YAAIUTh UX OyIeT KpaiiHe
3aTPYAHUTEIBHO;

5. Cobmroail CBOIO BUPTYaJIbHYIO YECTh CMOJIOY;

6. Urnopupyit enuHnuHblil HeratuB. OJIHOPa30Bble OCKOPOUTENbHBIE COOOIIEHNUS
Jyuylle urHopupoBaTh. OOBIUHO arpeccus MpeKpaliaeTcs Ha HaYaJbHOU CTa/Iuu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHHSMHU, B
COLIMATBHBIX CETSIX €CTh BO3MOXKHOCTb OJIOKMPOBKM OTIPAaBKM COOOILIEHUH C
OIPEJIEIICHHBIX aPECOB;

8. Eciu Tel cBuuerens kuOepOymnuHra. TBou JeicTBHS: BBICTYNIUTH IPOTHB
IpeciaeaoBaTes, I0Ka3aTb €My, YTO €ro JEHCTBUSA OLICHHMBAIOTCS HEraTUBHO,
HOJIIEpKaTh JKEPTBY, KOTOPOM HY)KHA IICHUXOJOTHYECKas IMOMOIb, COOOLIUTH

B3pOCJIBIM O (haKTe arpeCCUBHOIO MOBEJICHUS B CETH.
MoOuabHbIN TeaedoH

CoBpeMmeHHBIC cMapTGOHBI W ITUTAHIICTHI COACPKAT B ceOe BITOJTHE B3POCIBINA

GyHKIMOHANI, W TEeNeph OHU MOILYT KOHKYPUPOBaTh CO CTAallMOHAPHBIMHU



KOMITIBIOTCPaMHU. OI[HaKO, CpECACTB 3alllUThI AJIA HO,Z[O6HBIX yCTpOﬁCTB II0Ka O4YCHBb
MalJio. TGCTI/IpOBaHI/Ie H TIIOHUCK YHSBHMOCTGIZ B HHX IIPOHUCXOAUT HC Tak

HMHTCHCHUBHO, KaK IJIdA HK, TO JK€ caMoO€ KacaeTcsl 1 MOOMIBHBIX HpHJ’IO)KCHHfI.

CoBpemeHHbIE MOOWJIbHBIE Opay3epbl YK€ NPAKTUYECKH JOTHAJIA HAaCTOJbHBIE
aHaJoryu, OJHAKO pacliupeHue (yHKIMOHANa BJIeYeT 3a coOod OOJBIIYIO
CJI0’KHOCTh U MEHBIIYIO 3aIUIIEHHOCTD.

Jlaneko He Bce MPOM3BOAMTENN BBIYCKAIOT OOHOBIICHHUS, 3aKpbIBAIOIINE
KPUTHYECKUE YS3BUMOCTH JJIsi CBOMX YCTPOMCTB.

OcHOBHBIE COBeTHI /151 0€30MACHOCTH MOOMJIBHOTO TesiedoHa:

1. Huyero He sABisieTcsl Mo-HacTosuieMy OeciulaTHBIM. Bylb ocTOpoXkeH, Beab
Korja Tede mpeaiaraloT 0ecryiaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKue-
TO TIJIATHBIC YCIYTH;

2. lymaii, npexzae yem oTnpaBuTh SMS, ¢hoTo wiu Buaeo. Thl TOUHO 3HACIIb, T
OHM OYJyT B KOHEUHOM UTOTE?

3. Heo6xonumMo 0OHOBIISATH ONEPANIMOHHYIO CUCTEMY TBOETO cMapT(oHa;

4. Victionb3yit aHTUBUPYCHBIE TPOTPAMMBI JJIsI MOOUIIBHBIX TeJIe(OHOB;

5. He 3arpyxkail NpUIOKEHUS OT HEU3BECTHOIO HCTOYHWKA, BEAb OHU MOTYT
coJiepKaTh BPEIOHOCHOE MPOTrPaMMHOE 0OECIICUCHHE;

6. Ilociie Toro kak Thl BBHIMJCIIL C calTa, T BBOJWI JIMYHYIO HH(POPMAIIUIO,
3aiiIM B HACTPOMKHU Opay3epa U yaaiu cookies;

7. Ileppoanyecku TPOBEPS KAaKWE IUIATHBIE YCIYIM AKTUBUPOBAHBI HA TBOEM
HOMEDE;

8. JlaBaii cBOMf HOMEp MOOUIBLHOTO TelaedOoHa TOIBKO JIOISIM, KOTOPBIX ThI 3HACIIb
Y KOMY J10BEPSCIIb;

9. Bluetooth nomken ObITh BBIKITIOUEH, KOT/Ia Tl UM HE ToJib3yenbes. He 3a0biBait

MHOT/1a IPOBEPATH 3TO.
Online urpsi

COBpeMeHHBIe OHHaﬁH-HFpBI - 3TO KpPaCO4YHBIC, 3aXBATbIBAIOIIHNC PA3BJICUCHUA,

00BEAUHSIONINE COTHU THICSY 4YEJIOBEK MO BcemMy Mupy. Mrpoku wuccieayror



JaHHBIA UM MHp, OOILIAIOTCS APYT C APYTOM, BBIIOJHSIOT 33JIaHUs, CPAXKAIOTCA C
MOHCTPaMH M IOJY4YarOT ONBIT. 3a YAOBOJIbCTBUE OHU IUIATAT: MOKYHAKOT JIHCK,

OIUIAYMBAIOT a0OHEMEHT WK MPUOOPETAIOT KaKUe-TO OMLUH.

Bce atu cpencrtBa uayT Ha NMOAAEPAKAHME U PA3BUTHUE WIPhI, & TAKXKE Ha caMy
0€30MaCHOCTh: COBEPIICHCTBYIOTCS CUCTEMbl aBTOPHU3AINH, BBIMTYCKAIOTCS HOBBIC
natyu (1udpoBbIe 3aMIATKU JJIsl TPOTPaMM ), 3aKPHIBAIOTCS YSI3BUMOCTH CEPBEPOB.
B momgoOHBIX Urpax CTOUT OIacaThCsi HE CTOJIBKO CBOUX COIMEPHUKOB, CKOJBKO
Kpaky TBOETO MapoJis, HA KOTOPOM OCHOBaHa CUCTEMa aBTOPU3AIIUU OOJIBITMHCTBA
Urp.

OcHOBHBIE COBETHI 10 0€30MACHOCTH TBOEr0 HTPOBOI0 AKKAYHTA:

1. Ecnu napyrodi urpok BefeT ceOs IUIOXO WM co37aeT Tebe HENpUsITHOCTH,
3a0JIOKMPYH €ro B CIUCKE UTPOKOB;

2. Tloxanyiics agMUHHCTpaTOpaM HIPbl Ha IJIOXO€ MOBEJAEHHUE ATOr0 HWIPOKa,
KEJATeJIbHO MPWIOKUTh KaKUe-TO JOKa3aTeJIbCTBA B BUJIE CKPUHOB;

3. He yka3biBaii tuuHyro uHGOpMaIUiO B Tpodaiiiie urpsl;

4. YBaxall Ipyrux y4aCTHHKOB I10 UTPE;

5. He ycranapnuBaii Heo(HIMaIbHbIE TATYH U MO/IBI;

6. Mcnonb3yil CIOKHBIE U pa3HbIE€ MapoJiu;

7. Jlaxxe BO BpeMs UTPbl HE CTOUT OTKJIIOYATh aHTUBUPYC. [Ioka ThI Urpaemuis, TBOU

KOMIIBIOTEP MOTYT 3apPa3UTh.
OUIINHT WM KPaXkKa JUYHBIX JaHHBIX

OOBIYHOM Kpakeil JeHeT U TOKYMEHTOB CETOJHS YXK€ HUKOrO HE yJWBHIIb, HO C
Pa3BUTHUEM MHTEPHET-TEXHOJIOTHUM 3JI0YMBIIUICHHUKHU IIEPEMECTUINCH B UHTEPHET,

U IIPOJOJIKAIOT 3aHUMATBHCA (JTFOOMMBIM ACIIOM.

Tak nmosiBUNIach HOBasi yrpo3a: MHTEPHET-MOIICHHUYECTBA WIH (DUILMHT, TJIaBHAs
[eJdb  KOTOPOTO  COCTOMT B  TIONYYCHHH KOH(MOHUICHIHMAIBHBIX  JaHHBIX
MOJIb30BaTeNIeld — JIOTMHOB W maposeit. Ha anrmuiickom si3pike phishing unraercs

kak umuHr (ot fishing — priOHas o, password — mapouib).



OcHoBHBIE cOBeTHI 10 00pbL0e ¢ GUIIMHIOM:

1. Cnenu 3a cBOMM akkayHTOM. Eciu Thl mojo3peBacellb, 4YTO TBOS aHKeTa ObuIa
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKUPOBaTh €€ M COOOUIUTH aJMUHHUCTpATOpPaM
pecypca 00 3TOM KaK MOXHO CKOPEE;

2. Ucnonw3yii Oe3omacHble BeO-CalThl, B TOM YMHCIE, MHTEPHET-Mara3uHoOB U
MTOMCKOBBIX CUCTEM;

3. Ucnonb3y# CIIOXKHBIE U pa3Hble Mapoiau. Takum oOpa3oM, eciiu TeOsl B3IOMAOT,
TO 3JIOYMBILUJICHHUKHU MOJIYYaT JOCTYI TOJIbKO K OAHOMY TBOEMY MPOUIIO B CETH,
a He KO BCEM;

4. Ecnu Tebsi B3IOMaIM, TO HEOOXOAUMO MPEAYNPEIUTh BCEX CBOUX 3HAKOMBIX,
KOTOpBIE J1I0OABJIECHBI y T€0S B APY3bSIX, O TOM, YTO T€OS B3JIOMAIM U, BOBMOXHO,
OT TBOETO UMEHHU OYJIET PacChlIaThCS CIaM U CChUIKM HAa (DPUIIIMHTOBBIE CANTHI;

5. YcranoBu HaznexHbli napons (PIN) Ha MoOunbHbI TenedoH;

6. OTKIrO4N COXpaHeHue naposs B Opaysepe;

7. He oTkpeiBail (paiinel U Apyrue BIOKEHHUS B MMCbMax Ja)e €CJIM OHU MPUIUIH

OT TBOUX Jipy3ei. Jlydille yToOUYHU y HUX, OTIIPABIISUIIN JIK OHU TeOe 3TH (haibl.

MudpoBas penyranus

[udposas pemytarus - 3T0 HEraTHUBHAS WU MO3UTHUBHAS WHGOPMAIUS B CETH O
tebe. Kommpomerupyromas uHbopMmaiusi, pa3MelleHHas B HUHTEPHETE MOMXKET
CEepbe3HBIM 00pa30M OTpa3WThCAd Ha TBOEH peanbHOH km3HH. «l{udposas
peryTaIusy - 3TO TBOM UMUK, KOTOPBIH opmMupyeTcs u3 uadopmanuu o Tede B

MHTEPHETE.

TBoe MecTo KHTEIbCTBa, y4eObl, TBOE (PMHAHCOBOE IOJIOXKECHHE, OCOOCHHOCTH
XapakTepa 1 paccKasbl 0 OJU3KUX - BCE 9TO HAKATIJIMBAETCS B CETH.

MHorue mOAPOCTKH JIETKOMBICJIEHHO OTHOCATCS K MNYOJHMKAalUM JIUYHOU
uHpopmaru B MHTEpHETE, HE TTOHUMAasi BO3MOXKHBIX MOCIEACTBUNA. ThI gake HeE
CMOJKEIITb JA0TafaThCcs O TOM, 4TO doTorpadus, pa3MenieHHas 5 JIeT Ha3aj, cTaia

MPUYUHON OTKa3a MPUHSATH TeOsI Ha padoTy.



KomMmMeHTapuu, pasMelieHue TBoMX (otorpaduil U apyrue NEeUCTBHS MOTYT He
HCYE3HYTh AK€ MOCIE TOTO, KAK Thl UX yAAIHIIb. Tbl HE 3HACIIb, KTO COXPAaHUII
3Ty HH(OpMaLKIO, ITONaNa JIM OHA B OUCKOBBIE CUCTEMBI U COXPAHUJIACH JIU OHA, a
IJIaBHOE: YTO MOAYMAIOT O TeOe OKpyKarollee JIOIU, KOTOpble HAUAYT U yBUAST
sT0. Haiitu uHpOpManuio MHOTO JIET CIIyCTS CMOXET JII0OOW - Kak u3 J00phIX
noOyXJA€HUM, TaKk U C HAaMEpPEHUEM NPUYMHUTH BpeA. DTO MOXKET ObITh KTO
YTOIHO.

OcHoOBHBIE COBETHI 0 321U Te HM(PPOBON penyTanuu:

1. [Togymait, mpexie yeM 4To-To MyOIMKOBATh U NepenaBaTh y ceds B 6i10re win B
COIIMAJIbHOM CETH;

2. B nactpoiikax npo¢uis yCTaHOBU OIrpaHUYEHHUs Ha MPOCMOTP TBOETO MPOQuiIs
U €ro COAEPKUMOTO, CAENall €ro TONbKO «JUJIs Ipy3ei»;

3. He pasmemaii u He yka3piBall HH(POpMAIMIO, KOTOpas MOXET KOTO-T100

OCKOPOJIATh HIJIK OOMKATh.
ABTOpCKOe NPaBo

CoBpeMeHHbIC IIKOJIbHUKH — aKTUBHBIC TOJIE30BATENH ITU(POBOTO MPOCTPAHCTBA.
OpmHako Jalieko He BCE 3HAIOT, YTO IOJIb30BAHHE MHOTUMH BO3MOXKHOCTSIMH
mudpoBoro Mupa TpeOyeT COONIOACHUS TpaB Ha  HHTEIJICKTYaJbHYIO

COOCTBEHHOCTb.

TepMuH «HMHTEUIEKTyaJIbHasE COOCTBEHHOCTBHY» OTHOCHUTCS K  Pa3IMYHBIM
TBOPCHHSIM YEJIOBEYECKOTO yMa, HAauyWHAsg C HOBBIX H300PETCHUN M 3HAKOB,
0003HaYaIONUX COOCTBEHHOCTh Ha MPOAYKTH M YCIYTH , U 3aKaHYMBasi KHUTAMH,
dotorpadusimu, KUHODUIEMAMU U MY3bIKAJILHBIMU TIPOU3BEACHUSIMHU.

ABTOpCcKHE TIpaBa - 9TO TIpaBa Ha HHTEIUICKTYalbHYI0 COOCTBEHHOCTh Ha
MPOU3BEACHUS HAYKH, JIUTEPATYPhl M UCKYCCTBA. ABTOPCKHE MpaBa BHICTYMAIOT B
KaueCcTBE TapaHTUHU TOTO, YTO HMHTEIUICKTYaJbHBIN/TBOPUYECKUN TPyA aBTOpa HE
OyZeT HampacHBIM, JacT €My CHpaBeIJIMBbIE BO3MOXKHOCTH 3apaboTaTth Ha
pe3ynbTaTax CBOETO TPYJa, MOJYyYUTh HM3BECTHOCTh W Tpu3HaHme. Hukto 06e3

paspeuiCHuA aBTOpa HEC MOXKECT BOCIIPOU3BOAUTD €ro IIPOU3BCACHUC,



pacupocTpaHsaTh, NYOIMYHO JEMOHCTPUPOBATh, NPOAABaTh, UMIIOPTUPOBATH,
MyCKaTh B MPOKAaT, MyOJUYHO HCHOJHATH, MMOKa3bIBATH/UCIOIHATh B APUPE WIH
pa3Mmeruars B HTepHere.

Hcnonb3oBaHue «IMHPATCKOr0» MPOTrPAMMHOIO OOECIEYEHUSI MOXKET MPHUBECTH K
MHOTHM PUCKaM: OT MOTEPH JTaHHBIX K TBOMM aKKayHTaMm J10 OJIOKMPOBKH TBOETO
YCTPOWCTBA, TJI€ YCTAHOBIEHHBIM HE JerajipHas mnporpamma. He cTouT Takxke
3a0bIBaTh, YTO CYLIECTBYET JIETajbHble U OECIUIATHBIE MPOTrPaMMbl, KOTOpHIE

MO>KHO HAWUTHU B CETH.

O noprasie CereBU40K.pd — TBOI IIaBHBIN COBETYUK B CETH. 3JI€Ch Thl MOXEIIb
y3HaTh O O€30MacHOCTM B CETHU IMOHATHBIM M JOCTYIHBIM SI3BIKOM, a TIpHU
BO3HMKHOBEHUU KPUTHYECKOW CHUTyallud OOpaTUThCA 3a COBETOM. A Takke

IMPUHATH Y4aCTUC B KOHKYpPCaX U CTATh CaMbIM III/I(I)pOBLIM Fpa}K)laHI/IHOM!



